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FEDERAL ACQUISITION REGULATION (FAR) AND DEFENSE FEDERAL ACQUISITION
REGULATION SUPPLEMENT (DFARS) FLOWDOWN PROVISIONS FOR
SUBCONTRACTS/PURCHASE ORDERS FOR COMMERCIAL PRODUCTS AND/OR SERVICES
UNDER A UNITED STATES DEPARTMENT OF DEFENSE PRIME CONTRACT

INCORPORATION OF FAR AND DFAR CLAUSES

The FAR and DFARS clauses provided in this document are incorporated herein by reference, with
the same force and effect as if they were given in full text, and are applicable, including any notes
following the clause citation, to this Purchase Order. The version of FAR/DFAR clauses in force are
aligned to Purchase Order award date.

GOVERNMENT DEFINITIONS USED IN REFERENCED CLAUSES
1) This Contract is entered into by the parties in support of a U.S. Government contract.
2) As used in the FAR and DFARS clauses referenced below and otherwise in this Contract:

a) "Commercial product" means any such product as defined in FAR 2.101.

b) "Commercial service" means any such service as defined in FAR 2.101.

c¢) "Commercially available off-the-shelf (COTS) item" means a COTS item as defined in FAR
2.101.

d) "Contract" means this contract.

e) "Contracting Officer" shall mean the U.S. Government Contracting Officer for BUYER's
government prime contract under which this Contract is entered.

f) "Contractor" and "Offeror" means the SELLER, which is the party identified on the face of
the Contract with whom Buyer is contracting, acting as the immediate subcontractor to
BUYER.

g) "Prime Contract" means the contract between BUYER and the U.S. Government or between
BUYER and its higher-tier contractor who has a contract with the U.S. Government.

h) "Subcontract" means any contract placed by Seller or lower-tier subcontractors under this
Contract. 1 CorpDoc 2A (2025) C. NOTES (a) The following notes apply to the clauses
incorporated by reference below only when specified in the parenthetical phrase following
the clause title and date. 1. Substitute "BUYER" for "Government" or "United States"
throughout this clause. 2. Substitute "BUYER Procurement Representative" for "Contracting
Officer", "Administrative Contracting Officer", and "ACQO" throughout this clause. 3. Insert
"and BUYER" after "Government" throughout this clause. 4. Insert "or BUYER" after
"Government" throughout this clause. 5. Communication/notification required under this
clause from/to SELLER to/from the Contracting Officer shall be through BUYER. 6. Insert
"and BUYER" after "Contracting Officer", throughout the clause. 7. Insert "or BUYER
PROCUREMENT REPRESENTATIVE" after "Contracting Officer", throughout the clause. 8.

3) If Seller is an international contractor, this clause applies to this Purchase Order only if Work
under the Contract will be performed in the United States or Contractor is recruiting employees
in the United States to Work on the Purchase Order.

a) See also the clause of this Purchase Order entitled "Communication with Buyer Customer”
with respect to communications between Seller and the Government.

Federal Acquisition Regulations

52.252-2 CLAUSES INCORPORATED BY REFERENCE
This contractincorporates one or more clauses by reference, with the same force and effect as if they

were given in full text.
Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause
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may be accessed electronically at this/this address:

For FAR clauses: https://www.acquisition.gov/
For DFARS clauses: https://www.acq.osd.mil/dpap/dars/dfarspgi/current/index.html

52.252-6

(End of Clause)

AUTHORIZED DEVIATIONS IN CLAUSES (NOV 2020)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR

Chapter 1) clause with an authorized deviation is indicated by the addition of
"(DEVIATION)" after the date of the clause.

(b) The use in this solicitation or contract of any DoD Federal Acquisition Regulation Supplement

(48 CFR Chapter 2) clause with an authorized deviation is indicated by the addition of
"(DEVIATION)" after the name of the regulation.

(End of Clause)

52.202-1 DEFINITIONS JUN/2020
52.203-3  GRATUITIES APR/1984
52.203-5 ~ COVENANT AGAINST CONNTINGENT FEES MAY/2014
52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALES TO THE GOVERNMENT NOV/2021
52.203-7  ANTI-KICKBACK PROCEDURES JUN/2020
52.203-8  CANCELLATION, RESCISSION, AND RECOVERY OF FUNDS FOR ILLEGAL OR MAY/2014
IMPROPER ACTIVITY
52.203-10 PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER ACTIVITY MAY/2014
52.203-12 LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL TRANSACTIONS JUN/2020
52.203-19 PROHIBITION ON REQUIRING CERTAIN INTERNAL CONFIDENTIALITY JAN/2017
AGREEMENTS OR STATEMENTS
52.204-2  SECURITY REQUIREMENTS MAR/2021
52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL JAN/2011
52.204-10 REPORTING EXECUTIVE COMPENSATION AND FIRST-TIER SUBCONTRACT AWARDS JUN/2020
52.204-12 UNIQUE ENTITY IDENTIFIER MAINTENANCE OCT/2016
52.204-13 SYSTEM FOR AWARD MANAGEMENT MAINTENANCE OCT/2018
52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE MAINTENANCE AUG/2020
52.204-23 PROHIBITION ON CONTRACTING FOR HARDWARE, SOFTWARE, AND DEC/2023
SERVICES DEVELOPED OR PROVIDED BY KASPERSKY LAB AND OTHER COVERED ENTITIES
52.209-6 PROTECTING THE GOVERNMENT'S INTEREST WHEN SUBCONTRACTING JAN/2025
WITH CONTRACTORS DEBARRED, SUSPENDED, OR PROPOSED FOR DEBARMENT,
OR VOLUNTARILY EXCLUDED
52.211-5 MATERIAL REQUIREMENTS AUG/2000
52.211-15 DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS APR/2008
52.215-2  AUDIT AND RECORDS--NEGOTIATIONS JUN/2020
52.215-10 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR PRICING DATA AUG/2011
52.215-11 PRICE REDUCTION FOR DEFECTIVE CERTIFIED COST OR PRICING DATA OCT/2021
MODIFICATIONS (DEVIATION 2022-00001)
52.215-15 PENSION ADJUSTMENTS AND ASSET REVERSIONS OCT/2010
52.215-18 REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT BENEFITS (PRB) JUL/2005
OTHER THAN PENSIONS OTHER THAN PENSIONS
52.215-21 REQUIREMENTS FOR CERTIFIED COST OR PRICING DATA AND DATA OTHER NOV/2021
THAN CERTIFIED COST OR PRICING DATA --MODIFICATIONS
52.215-23 LIMITATIONS ON PASS-THROUGH CHARGES JUN/2020
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52.216-26 PAYMENTS OF ALLOWABLE COSTS BEFORE DEFINITIZATION DEC/2002
52.216-4 ECONOMIC PRICE ADJUSTMENT--LABOR AND MATERIAL JAN/2017
52.222-9 APPRENTICES AND TRAINEES (MAR 2025) (DEVIATION 2025-00003) MAR/2025
52.222-15 CERTIFICATION OF ELIGIBILITY MAY/2014
52.222-20 CONTRACTS FOR MATERIALS, SUPPLIES, ARTICLES, AND EQUIPMENT JUN/2020
52.222-34 PROJECT LABOR AGREEMENT (JAN 2024) JAN/2024
52.222-34 PROJECT LABOR AGREEMENT (MAY 2010) -- ALTERNATE | (JAN 2024) JAN/2024
52.222-40 NOTIFICATION OF EMPLOYEE RIGHTS UNDER THE NATIONAL LABOR RELATIONS ACT DEC/2010
52.222-50 COMBATING TRAFFICKING IN PERSONS NOV/2021
52.222-51 EXEMPTION FROM APPLICATION OF THE SERVICE CONTRACT LABOR MAY/2014
STANDARDS TO CONTRACTS FOR MAINTENANCE, CALIBRATION, OR REPAIR
OF CERTAIN EQUIPMENT--REQUIREMENTS
52.222-53 EXEMPTION FROM APPLICATION OF THE SERVICE CONTRACT LABOR STANDARDS MAY/2014
TO CONTRACTS FOR CERTAIN SERVICES--REQUIREMENTS
52.222-54 EMPLOYMENT ELIGIBILITY VERIFICATION (JAN 2025) JAN/2025
52.222-55 MINIMUM WAGES UNDER EXECUTIVE ORDER 14026 JAN/2022
52.222-62 PAID SICK LEAVE UNDER EXECUTIVE ORDER 13706 JAN/2022
52.225-13 RESTRICTIONS ON CERTAIN FOREIGN PURCHASES FEB/2021
52.227-1  AUTHORIZATION AND CONSENT JUN/2020
52.227-2 NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT INFRINGEMENT JUN/2020
52.228-5 INSURANCE--WORK ON A GOVERNMENT INSTALLATION JAN/1997
52.232-23 ASSIGNMENT OF CLAIMS (MAY 2014) -- ALTERNATE | (APR 1984) APR/1984
52.232-39 UNENFORCEABILITY OF UNAUTHORIZED OBLIGATIONS JUN/2013
52.232-40 PROVIDING ACCELERATED PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS MAR 2023
52.242-3 PENALTIES FOR UNALLOWABLE COSTS DEC/2022
52.242-5 PAYMENTS TO SMALL BUSINESS SUBCONTRACTORS JAN/2017
52.242-13 BANKRUPTCY JUL/1995
52.242-14 SUSPENSION OF WORK APR/1984
52.243-4 CHANGES JUN/2007
52.244-4 SUBCONTRACTORS AND OUTSIDE ASSOCIATES AND CONSULTANTS AUG/1998
(ARCHITECT- ENGINEER SERVICES)
52.244-5 COMPETITION IN SUBCONTRACTING AUG/2024
52.245-9 USE AND CHARGES APR/2012
52.246-2 INSPECTION OF SUPPLIES-FIXED PRICE AUG/1996
52.246-16 RESPONSIBILITY FOR SUPPLIES APR/1984
52.246-21 WARRANTY OF CONSTRUCTION MAR/1994
52.248-3 VALUE ENGINEERING--CONSTRUCTION OCT/2020
52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) APR/1984
52.249-8 DEFAULT (FIXED-PRICE SUPPLY AND SERVICE) APR/1984
ALTERNATE |
DEFENSE FEDERAL ACQUISITION REGULATION SUPPLEMENT CONTRACT CLAUSES
252.203-7000 REQUIREMENTS RELATING TO COMPENSATION OF FORMER DOD OFFICIALS SEP/2011
252.203-7001 PROHIBITION ON PERSONS CONVICTED OF FRAUD OR OTHER DEFENSE- JAN/2023
CONTRACT RELATED FELONIES
252.203-7002 REQUIREMENT TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS DEC/2022
252.203-7003 AGENCY OFFICE OF THE INSPECTOR GENERAL AUG/2019
252.203-7004 DISPLAY OF HOTLINE POSTERS (JAN 2023) JAN/2023
252.204-7000 DISCLOSURE OF INFORMATION OCT/2016
252.204-7003 CONTROL OF GOVERNMENT PERSONNEL WORK PRODUCT APR/1992
252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT MAY/2024
REPORTING (MAY 2024) (DEVIATION 2024-00013, REVISION 1)
252.204-7015 NOTICE OF AUTHORIZED DISCLOSURE OF INFORMATION FOR JAN/2023
LITIGATION SUPPORT
252.204-7018 PROHIBITION ON THE ACQUISITION OF COVERED JAN/2023

DEFENSE TELECOMMUNICATIONS EQUIPMENT
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252.204-7020
252.209-7004

252.222-7006
252.223-7003
252.223-7006

252.223-7008
252.225-7001
252.225-7004

252.225-7007

252.225-7048
252.225-7056
252.227-7013

252.227-7014

252.227-7015
252.227-7016
252.227-7019
252.227-7025

252.227-7027
252.227-7030
252.227-7033
252.227-7037
252.236-7000
252.243-7001
252.243-7002
252.244-7000
252.245-7000

NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2023)
SUBCONTRACTING WITH FIRMS THAT ARE OWNED OR CONTROLLED BY
GOVERNMENT OF A COUNTRY THAT IS A STATE SPONSOR TERRORISM
RESTRICTIONS ON THE USE OF MANDATORY ARBITRATION AGREEMENTS
CHANGE IN PLACE OF PERFORMANCE--AMMUNITION AND EXPLOSIVES
PROHIBITION IN STORAGE, TREATMENT, AND DISPOSAL OF TOXIC OR
HAZARDOUS MATERIALS - BASIC

PROHIBITION OF HEXAVALENT CHROMIUM (JAN 2023)

BUY AMERICAN AND BALANCE OF PAYMENTS PROGRAM--BASIC

REPORT OF INTENDED PERFORMANCE OUTSIDE THE UNITED STATES AND
CANADA - SUBMISSION AFTER AWARD

PROHIBITION ON ACQUISITION OF CERTAIN ITEMS FROM COMMUNIST
CHINESE MILITARY COMPANIES

EXPORT-CONTROLLED ITEMS

PROHIBITION REGARDING BUSINESS OPERATIONS WITH THE MADURO REGIME
RIGHTS IN TECHNICAL DATA--OTHER THAN COMMERCIAL PRODUCTS AND
COMMERCIAL SERVICES

RIGHTS IN NONCOMMERCIAL COMPUTER SOFTWARE AND
NONCOMMERCIAL COMPUTER SOFTWARE DOCUMENTATION

TECHNICAL DATA--COMMERCIAL PRODUCTS AND COMMERCIAL SERVICES
RIGHTS IN BID OR PROPOSAL INFORMATION

VALIDATION OF ASSERTED RESTRICTIONS COMPUTER SOFTWARE
LIMITATIONS ON THE USE OR DISCLOSURE OF GOVERNMENT-FURNISHED
INFORMATION MARKED WITH RESTRICTIVE LEGENDS

DEFERRED ORDERING OF TECHNICAL DATA OR COMPUTER SOFTWARE
TECHNICAL DATA--WITHHOLDING OF PAYMENT

RIGHTS IN SHOP DRAWINGS

VALIDATION OF ASSERTED RESTRICTIONS ON TECHNICAL DATA (JAN 2025)
MODIFICATION PROPOSALS-- PRICE BREAKDOWN

PRICING OF CONTRACT MODIFICATIONS

REQUESTS FOR EQUITABLE ADJUSTMENT (DEC 2022)

SUBCONTRACTS FOR COMMERCIAL PRODUCTS OR COMMERCIAL SERVICES
GOVERNMENT-FURNISHED MAPPING, CHARTING, AND GEODESY PROPERTY

CLAUSES INCORPORATED IN FULL TEXT

52.211-10 COMMENCEMENT, PROSECUTION, AND COMPLETION OF WORK

The Contractor shall be required to

NOV/2023
MAY/2019

JAN/2023
DEC/1991
SEP/2014

JAN/2023
FEB/2024
JUL/2024

DEC/2018

JUN/2013
JAN/2023
JAN/2025

JAN/2025

JAN/2025
JAN/2023
JAN/2025
JAN/2025

APR/1988
MAR/2000
APR/1966
JAN/2025
DEC/1991
DEC/1991
DEC/2022
NOV/2023
APR/2012

FAR/DFAR Supplemental Terms

Rev. IR

APR/1984

(a) commence work under this contract within a mutually agreed upon date and the Contractor
receives the notice to proceed,

(b) prosecute the work diligently, and

(c) complete the entire work ready for use not later than a mutually agreed upon date. The time stated
for completion shallinclude final cleanup of the premises.

(End of Clause)
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52.209-5 CERTIFICATION REGARDING RESPONSIBILITY MATTERS JUN/2025

By signing this ATP, Seller certifies, to the best of its knowledge and belief, that the Seller and/or any if its
Principals,

o ARE NOT presently debarred, suspended, proposed for debarment, or declared ineligible
(voluntarily excluded) for the award of contracts by any Federal agency;

e HAVE NOT, within a 3-year period preceding its offer, been convicted of or had a civil judgment
rendered against them for: commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a public (Federal, State, or local) contract or subcontract;
violation of Federal or State antitrust statutes relating to the submission of offers; or commission of
embezzlement, theft, forgery, bribery, falsification or destruction of records, making false
statements, tax evasion, violating Federal criminal tax laws, or receiving stolen property;

e ARE NOT presently indicted for, or otherwise criminally or civilly charged by a governmental entity
with, commission of any of the offenses enumerated in the above; and

e HAVE NOT within a 3-year period preceding this offer, been notified of any delinquent Federal taxes
in an amount that exceeds $10,000 for which the liability remains unsatisfied.

(End of Clause)

52.203-13 CONTRACTOR CODE OF BUSINESS ETHICS AND CONDUCT NOV/2021
(a) Definitions. As used in this clause--

"Agent" means any individual, including a director, an officer, an employee, or an independent Contractor,
authorized to act on behalf of the organization.

"Full cooperation"--

(1) Means disclosure to the Government of the information sufficient for law enforcement to identify the
nature and extent of the offense and the individuals responsible for the conduct. It includes providing
timely and complete response to Government auditors and investigators' request for documents and

access to employees with information;

(2) Does not foreclose any Contractor rights arising in law, the FAR, or the terms of the contract. It does not
require--

(i) A Contractor to waive its attorney-client privilege or the protections afforded by the attorney
work product doctrine; or

(ii) Any officer, director, owner, or employee of the Contractor, including a sole proprietor, to waive
his or her attorney client privilege or Fifth Amendment rights; and

(38) Does notrestrict a Contractor from--

(i) Conducting an internal investigation; or

FORM SOPOQ9F3
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(ii) Defending a proceeding or dispute arising under the contract or related to a potential or
disclosed violation.

"Principal" means an officer, director, owner, partner, or a person having primary management or
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a
division or business segment; and similar positions).

"Subcontract" means any contract entered into by a subcontractor to furnish supplies or services for
performance of a prime contract or a subcontract.

"Subcontractor" means any supplier, distributor, vendor, or firm that furnished supplies or services to or
for a prime contractor or another subcontractor.

"United States," means the 50 States, the District of Columbia, and outlying areas.
(b) Code of business ethics and conduct.

(1) Within 30 days after contract award, unless the Contracting Officer establishes a longer time period, the
Contractor shall--

(i) Have a written code of business ethics and conduct; and
(ii) Make a copy of the code available to each employee engaged in performance of the contract.
(2) The Contractor shall--

(i) Exercise due diligence to prevent and detect criminal conduct; and
(ii) Otherwise promote an organizational culture that encourages ethical conduct and a
commitment to compliance with the law.

(3)(i) The Contractor shall timely disclose, in writing, to the agency Office of the Inspector General (OIG),
with a copy to the Contracting Officer, whenever, in connection with the award, performance, or
closeout of this contract or any subcontract thereunder, the Contractor has credible evidence that a
principal, employee, agent, or subcontractor of the Contractor has committed--

(1) Aviolation of Federal criminal law involving fraud, conflict of interest, bribery, or gratuity
violations found in Title 18 of the United States Code; or

(2) Aviolation of the civil False Claims Act (31 U.S.C. 3729-3733).

(ii) The Government, to the extent permitted by law and regulation, will safeguard and treat information
obtained pursuant to the Contractors disclosure as confidential where the information has been
marked confidential or proprietary by the company. To the extent permitted by law and regulation,
such information will not be released by the Government to the public pursuant to a Freedom of
Information Act request, 5 U.S.C. Section 552, without prior notification to the Contractor. The
Government may transfer documents provided by the Contractor to any department or agency
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within the Executive Branch if the information relates to matters within the organizations
jurisdiction.

(iii) If the violation relates to an order against a Governmentwide acquisition contract, a multi-agency
contract, a multiple-award schedule contract such as the Federal Supply Schedule, or any other
procurement instrument intended for use by multiple agencies, the Contractor shall notify the OIG
of the ordering agency and the IG of the agency responsible for the basic contract.

(c) Business ethics awareness and compliance program and internal control system. This paragraph (c)
does not apply if the Contractor has represented itself as a small business concern pursuant to the
award of this contract or if this contract is for the acquisition of a commercial product or
commercial service as defined at FAR 2.101. The Contractor shall establish the following within 90
days after contract award, unless the Contracting Officer establishes a longer time period:

(1) Anongoing business ethics awareness and compliance program.

(i) This program shallinclude reasonable steps to communicate periodically andin a
practical manner the Contractors standards and procedures and other aspects of the
Contractors business ethics awareness and compliance program and internal control
system, by conducting effective training programs and otherwise disseminating
information appropriate to an individuals respective roles and responsibilities.

(ii) The training conducted under this program shall be provided to the Contractors
principals and employees, and as appropriate, the Contractors agents and
subcontractors.

(2) Aninternal control system.

(i) The Contractors internal control system shall--

(A) Establish standards and procedures to facilitate timely discovery of improper
conduct in connection with Government contracts; and

(B) Ensure corrective measures are promptly instituted and carried out.

(i) Ata minimum, the Contractors internal control system shall provide for the following:

(A) Assignment of responsibility at a sufficiently high level and adequate resources to
ensure effectiveness of the business ethics awareness and compliance program
and internal control system.

(B) Reasonable efforts not to include an individual as a principal, whom due diligence
would have exposed as having engaged in conduct that is in conflict with the
Contractors code of business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and internal

controls for compliance with the Contractors code of business ethics and conduct
and the special requirements of Government contracting, including--

FORM SOPOQ9F3
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(1) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics awareness and
compliance program and internal control system, especially if criminal conduct
has been detected; and

(8) Periodic assessment of the risk of criminal conduct, with appropriate steps to
design, implement, or modify the business ethics awareness and compliance
program and the internal control system as necessary to reduce the risk of
criminal conduct identified through this process.

(D) Aninternal reporting mechanism, such as a hotline, which allows for anonymity or
confidentiality, by which employees may report suspected instances of improper
conduct, and instructions that encourage employees to make such reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable steps to
prevent or detect improper conduct.

(F) Timely disclosure, in writing, to the agency OIG, with a copy to the Contracting
Officer, whenever, in connection with the award, performance, or closeout of any
Government contract performed by the Contractor or a subcontract thereunder, the
Contractor has credible evidence that a principal, employee, agent, or
subcontractor of the Contractor has committed a violation of Federal criminal law
involving fraud, conflict of interest, bribery, or gratuity violations found in Title 18
U.S.C. or aviolation of the civil False Claims Act (31 U.S.C. 3729-3733).

(1) Ifaviolation relates to more than one Government contract, the Contractor may make the

disclosure to the agency OIG and Contracting Officer responsible for the largest dollar value
contract impacted by the violation.

If the violation relates to an order against a Governmentwide acquisition contract, a multi-
agency contract, a multiple-award schedule contract such as the Federal Supply Schedule,
or any other procurement instrument intended for use by multiple agencies, the contractor
shall notify the OIG of the ordering agency and the IG of the agency responsible for the basic
contract, and the respective agencies contracting officers.

(8) The disclosure requirement for an individual contract continues until at least 3 years after

final payment on the contract.

(4) The Government will safeguard such disclosures in accordance with paragraph (b)(3)(ii) of

this clause.

(G) Full cooperation with any Government agencies responsible for audits,
investigations, or corrective actions.

(d) Subcontracts.
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(1) The Contractor shallinclude the substance of this clause, including this paragraph (d), in
subcontracts that exceed the threshold specified in FAR 3.1004(a) on the date of
subcontract award and a performance period of more than 120 days.

(2) In altering this clause to identify the appropriate parties, all disclosures of violation of the
civil False Claims Act or of Federal criminal law shall be directed to the agency Office of the
Inspector General, with a copy to the Contracting Officer.

(End of clause)

52.204-19 INCORPORATION BY REFERENCE OF REPRESENTATIONS AND DEC/2014
CERTIFICATIONS

The Contractor's representations and certifications, including those completed electronically via the
System for Award Management (SAM), are incorporated by reference into the contract.

(End of clause)

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR NOV/2021
INFORMATION SYSTEMS

(a) Definitions. As used in this clause--

"Covered contractor information system" means an information system that is owned or operated by a
contractor that processes, stores, or transmits Federal contract information.

"Federal contract information" means information, not intended for public release, that is provided by or
generated for the Government under a contract to develop or deliver a product or service to the
Government, but not including information provided by the Government to the public (such as on public
Web sites) or simple transactional information, such as necessary to process payments.

"Information" means any communication or representation of knowledge such as facts, data, or opinions,
in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual

(Committee on National Security Systems Instruction (CNSSI) 4009).

"Information system" means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).

"Safeguarding" means measures or controls that are prescribed to protect information systems.

(b) Safeguarding requirements and procedures.

FORM SOPOQ9F3
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(1) The Contractor shall apply the following basic safeguarding requirements and procedures to
protect covered contractor information systems. Requirements and procedures for basic
safeguarding of covered contractor information systems shallinclude, at a minimum, the
following security controls:

(i) Limitinformation system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).

(ii) Limitinformation system access to the types of transactions and functions that authorized
users are permitted to execute.

(iii) Verify and control/limit connections to and use of external information systems.
(iv) Controlinformation posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, as a
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract Information
before disposal or release for reuse.

(viii) Limit physical access to organizational information systems, equipment, and the
respective operating environments to authorized individuals.

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access; and
control and manage physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information transmitted
or received by organizational information systems) at the external boundaries and key

internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are physically or
logically separated from internal networks.

(xii) ldentify, report, and correct information and information system flaws in a timely manner.

(xiii) Provide protection from malicious code at appropriate locations within organizational
information systems.

(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.
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(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered
contractor information systems generally or other Federal safeguarding requirements for
controlled unclassified information (CUI) as established by Executive Order 13556.

(c) Subcontracts. The Contractor shallinclude the substance of this clause, including this paragraph
(c), in subcontracts under this contract (including subcontracts for the acquisition of commercial
products or commercial services, other than commercially available off-the-shelf items), in which
the subcontractor may have Federal contract information residing in or transiting through its
information system.

(End of clause)

52.204-25 PROHIBITION ON CONTRACTING FOR CERTAIN NOV/2021
TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES
OR EQUIPMENT
(a) Definitions. As used in this clause--

"Backhaul" means intermediate links between the core network, or backbone network, and the small
subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone
network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

"Covered foreign country" means The Peoples Republic of China. "Covered telecommunications

equipment or services" means--

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or
any subsidiary or affiliate of such entities);

(2) Forthe purpose of public safety, security of Government facilities, physical security surveillance of
criticalinfrastructure, and other national security purposes, video surveillance and
telecommunications equipment produced by Hytera Communications Corporation, Hangzhou
Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate
of such entities);

(83) Telecommunications or video surveillance services provided by such entities or using such
equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity
that the Secretary of Defense, in consultation with the Director of National Intelligence or the Director
of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.

"Critical technology" means--
(1) Defense articles or defense services included on the United States Munitions List set forth in the

International Traffic in Arms Regulations under subchapter M of chapter | of title 22, Code of Federal
Regulations;
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(2) Itemsincluded onthe Commerce Control List set forth in Supplement No. 1 to part 774 of the Export
Administration Regulations under subchapter C of chapter VIl of title 15, Code of Federal
Regulations, and controlled-

(i) Pursuantto multilateral regimes, including for reasons relating to national security, chemical and
biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(ii) Forreasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software,
and technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to
foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal
Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9
of such Code, or part
73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control
Reform Act of 2018 (50 U.S.C. 4817).

"Interconnection arrangements" means arrangements governing the physical connection of two or more
networks to allow the use of another's network to hand off traffic where it is ultimately delivered (e.g.,
connection of a customer of telephone provider A to a customer of telephone company B) or sharing data
and other information resources.

"Reasonable inquiry" means an inquiry designed to uncover any information in the entity's possession
about the identity of the producer or provider of covered telecommunications equipment or services used
by the entity that excludes the need to include an internal or third-party audit.

"Roaming" means cellular communications services (e.g., voice, video, data) received from a visited
network when unable to connect to the facilities of the home network either because signal coverage is too
weak or because traffic is too high.

"Substantial or essential component" means any component necessary for the proper function or
performance of a piece of equipment, system, or service.

(b) Prohibition.

(1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization Act for Fiscal Year
2019 (Pub. L. 115- 232) prohibits the head of an executive agency on or after August 13, 2019,
from procuring or obtaining, or extending or renewing a contract to procure or obtain, any
equipment, system, or service that uses covered telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any
system. The Contractor is prohibited from providing to the Government any equipment, system,
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or service that uses covered telecommunications equipment or services as a substantial or
essential component of any system, or as critical technology as part of any system, unless an
exception at paragraph (c) of this clause applies or the covered telecommunication equipment
or services are covered by a waiver described in FAR 4.2104.

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for Fiscal Year

2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after August 13, 2020,
from entering into a contract, or extending or renewing a contract, with an entity that uses any
equipment, system, or service that uses covered telecommunications equipment or services
as a substantial or essential component of any system, or as critical technology as part of any
system, unless an exception at paragraph (c) of this clause applies or the covered
telecommunication equipment or services are covered by a waiver described in FAR 4.2104.
This prohibition applies to the use of covered telecommunications equipment or services,
regardless of whether that use is in performance of work under a Federal contract.

(c) Exceptions. This clause does not prohibit contractors from providing--

(1)

(2)

A service that connects to the facilities of a third-party, such as backhaul, roaming, or
interconnection arrangements; or

Telecommunications equipment that cannot route or redirect user data traffic or permit
visibility into any user data or packets that such equipment transmits or otherwise handles.

(d) Reporting requirement.
(1) Inthe event the Contractor identifies covered telecommunications equipment or services used

as a substantial or essential component of any system, or as critical technology as part of any
system, during contract performance, or the Contractor is notified of such by a subcontractor at
any tier or by any other source, the Contractor shall report the information in paragraph (d)(2) of
this clause to the Contracting Officer, unless elsewhere in this contract are established
procedures for reporting the information; in the case of the Department of Defense, the
Contractor shall report to the website at https://dibnet.dod.mil . For indefinite delivery
contracts, the Contractor shall report to the Contracting Officer for the indefinite delivery
contract and the Contracting Officer(s) for any affected order or, in the case of the Department
of Defense, identify both the indefinite delivery contract and any affected orders in the report
provided at https://dibnet.dod.mil.

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this clause:

(iy Within one business day from the date of such identification or notification: The contract

number; the order number(s), if applicable; supplier name; supplier unique entity identifier (if
known); supplier Commercial and Government Entity (CAGE) code (if known); brand; model
number (original equipment manufacturer number, manufacturer part number, or wholesaler
number); item description; and any readily available information about mitigation actions
undertaken or recommended.

(if) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this clause: Any

further available information about mitigation actions undertaken or recommended. In
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addition, the Contractor shall describe the efforts it undertook to prevent use or submission
of covered telecommunications equipment or services, and any additional efforts that will be
incorporated to prevent future use or submission of covered telecommunications equipment
or services.

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (e)
and excluding paragraph (b)(2), in all subcontracts and other contractual instruments, including
subcontracts for the acquisition of commercial products or commercial services.

(End of clause)

52.204-27 Prohibition on a ByteDance Covered Application (Jun 2023) JUN/2023
(a) Definitions. As used in this clause

Covered application means the social networking service TikTok or any successor application or service
developed or provided by ByteDance Limited or an entity owned by ByteDance Limited.

Information technology, as defined in 40 U.S.C. 11101(6)

(1) Means any equipment or interconnected system or subsystem of equipment, used in the
automatic acquisition, storage, analysis, evaluation, manipulation, management, movement,
control, display, switching, interchange, transmission, or reception of data or information by the
executive agency, if the equipmentis used by the executive agency directly or is used by a
contractor under a contract with the executive agency that requires the use

(i) Ofthat equipment; or

(if) Of that equipment to a significant extent in the performance of a service or the furnishing of
a product;

(2) Includes computers, ancillary equipment (including imaging peripherals, input, output, and
storage devices necessary for security and surveillance), peripheral equipment designed to be
controlled by the central processing unit of a computer, software, firmware and similar
procedures, services (including support services), and related resources; but

(3) Does notinclude any equipment acquired by a Federal contractor incidental to a Federal
contract.

(b) Prohibition. Section 102 of Division R of the Consolidated Appropriations Act, 2023 (Pub. L. 117-
328), the No TikTok on Government Devices Act, and its implementing guidance under Office of
Management and Budget (OMB) Memorandum M-23-13, dated February 27, 2023, No TikTok on
Government Devices Implementation Guidance, collectively prohibit the presence or use of a
covered application on executive agency information technology, including certain equipment used
by Federal contractors. The Contractor is prohibited from having or using a covered application on
any information technology owned or managed by the Government, or on any information
technology used or provided by the Contractor under this contract, including equipment provided by
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the Contractors employees; however, this prohibition does not apply if the Contracting Officer
provides written notification to the Contractor that an exception has been granted in accordance
with OMB Memorandum M-23-13.

(c) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (c),
in all subcontracts, including subcontracts for the acquisition of commercial products or
commercial services.

(End of clause)

52.215-12 SUBCONTRACTOR CERTIFIED COST OR PRICING DATA OCT/2021
(DEVIATION 2022-00001)

(a) Before awarding any subcontract expected to exceed $2 million, on the date of agreement on price or
the date of award, whichever is later; or before pricing any subcontract modification involving a pricing
adjustment expected to exceed $2 million, the Contractor shall require the subcontractor to submit
certified cost or pricing data (actually or by specific identification in writing), in accordance with Federal
Acquisition Regulation (FAR) 15.408, Table 15-2 (to include any information reasonably required to
explain the subcontractors estimating process such as the judgmental factors applied and the
mathematical or other methods used in the estimate, including those used in projecting from known
data, and the nature and amount of any contingencies included in the price), unless an exception under
FAR 15.403-1(b) applies. If the $2 million threshold for submission of certified cost or pricing data is
adjusted for inflation as set forth in FAR 1.109(a), then pursuant to FAR 1.109(d) the changed threshold
applies throughout the remaining term of the contract, unless there is a subsequent threshold
adjustment.

(b) The Contractor shall require the subcontractor to certify in substantially the form prescribed in FAR
15.406-2 that, to the best of its knowledge and belief, the data submitted under paragraph (a) of this
clause were accurate, complete, and current as of the date of agreement on the negotiated price of the
subcontract or subcontract modification.

(c) In each subcontract that, when entered into, exceeds $2 million, the Contractor shall insert either--

(1) The substance of this clause, including this paragraph (c), if paragraph (a) of this clause requires
submission of certified cost or pricing data for the subcontract; or

(2) The substance of the clause at 52.215-13, Subcontractor Certified Cost or Pricing Data
Modifications (DEVIATION 2022-00001).

(End of clause)

52.215-19 NOTIFICATION OF OWNERSHIP CHANGES OCT/1997

(a) The Contractor shall make the following notifications in writing:
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(1) When the Contractor becomes aware that a change in its ownership has occurred, or is certain to
occur, that could resultin changes in the valuation of its capitalized assets in the accounting records,
the Contractor shall notify the Administrative Contracting Officer (ACO) within 30 days.

(2) The Contractor shall also notify the ACO within 30 days whenever changes to asset valuations or any
other cost changes have occurred or are certain to occur as a result of a change in ownership.

(b) The Contractor shall --

(1) Maintain current, accurate, and complete inventory records of assets and their costs;

(2) Provide the ACO or designated representative ready access to the records upon request;

(3) Ensure that allindividual and grouped assets, their capitalized values, accumulated depreciation or
amortization, and remaining useful lives are identified accurately before and after each of the

Contractors ownership changes; and

(4) Retain and continue to maintain depreciation and amortization schedules based on the asset records
maintained before each Contractor ownership change.

(c) The Contractor shallinclude the substance of this clause in all subcontracts under this contract
that meet the applicability requirement of FAR 15.408(k).

(End of Clause)

52.222-35 EQUAL OPPORTUNITY FOR VETERANS JUN/2020
(a) Definitions. As used in this clause--

"Active duty wartime or campaign badge veteran," "Armed Forces service medal veteran", "disabled
veteran," "protected veteran," "qualified disabled veteran," and "recently separated veteran" have the
meanings given at Federal Acquisition Regulation (FAR) 22.1301.

(b) Equal opportunity clause. The Contractor shall abide by the requirements of the equal opportunity
clause at 41 CFR 60-300.5(a), as of March 24, 2014. This clause prohibits discrimination against
qualified protected veterans, and requires affirmative action by the Contractor to employ and
advance in employment qualified protected veterans.

(c) Subcontracts. The Contractor shall insert the terms of this clause in subcontracts valued at or
above the threshold specified in FAR 22.1303(a) on the date of subcontract award, unless exempted
by rules, regulations, or orders of the Secretary of Labor. The Contractor shall act as specified by the
Director, Office of Federal Contract Compliance Programs, to enforce the terms, including action
for noncompliance. Such necessary changes in language may be made as shall be appropriate to
identify properly the parties and their undertakings.

(End of Clause)
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52.222-36 EQUAL OPPORTUNITY FOR WORKERS WITH DISABILITIES JUN/2020
(a) Equal opportunity clause. The Contractor shall abide by the requirements of the equal opportunity
clause at 41 CFR 60-741.5(a), as of March 24, 2014. This clause prohibits discrimination against
qualified individuals on the basis of disability, and requires affirmative action by the Contractor to
employ and advance in employment qualified individuals with disabilities.

(b) Subcontracts. The Contractor shallinclude the terms of this clause in every subcontract or
purchase order in excess of the threshold specified in Federal Acquisition Regulation (FAR)
22.1408(a) on the date of subcontract award, unless exempted by rules, regulations, or orders of the
Secretary, so that such provisions will be binding upon each subcontractor or vendor. The
Contractor shall act as specified by the Director, Office of Federal Contract Compliance Programs
of the U.S. Department of Labor, to enforce the terms, including action for noncompliance. Such
necessary changes in language may be made as shall be appropriate to identify properly the parties
and their undertakings.

(End of clause)

52.230-2 COST ACCOUNTING STANDARDS JUN/2020
(a) Unlessthe contractis exempt under 48 CFR9903.201-1 and 9903.201-2, the provisions of 48 CFR Part
9903 are incorporated herein by reference and the Contractor, in connection with this contract, shall--

(1) (CAS-covered Contracts Only) By submission of a Disclosure Statement, disclose in writing the
Contractors cost accounting practices as required by 48 CFR 9903.202-1 through 9903.202-5,
including methods of distinguishing direct costs from indirect costs and the basis used for
allocating indirect costs.

The practices disclosed for this contract shall be the same as the practices currently disclosed and
applied on all other contracts and subcontracts being performed by the Contractor and which
contain a Cost Accounting Standards (CAS) clause. If the Contractor has notified the Contracting
Officer that the Disclosure Statement contains trade secrets and commercial or financial
information which is privileged and confidential, the Disclosure Statement shall be protected and
shall not be released outside of the Government.

(2) Follow consistently the Contractors cost accounting practices in accumulating and reporting
contract performance cost data concerning this contract. If any change in cost accounting
practices is made for the purposes of any contract or subcontract subject to CAS requirements,
the change must be applied prospectively to this contract and the Disclosure Statement must be
amended accordingly. If the contract price or cost allowance of this contract is affected by such
changes, adjustment shall be made in accordance with paragraph (a)(4) or (a)(5) of this clause, as
appropriate.
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(3) Comply with all CAS, including any modifications and interpretations indicated thereto contained
in 48 CFR Part 9904, in effect on the date of award of this contract or, if the Contractor has
submitted certified cost or pricing data, on the date of final agreement on price as shown on the
Contractors signed certificate of current cost or pricing data. The Contractor shall also comply with
any CAS (or modifications to CAS) which hereafter become applicable to a contract or subcontract
of the Contractor. Such compliance shall be required prospectively from the date of applicability to
such contract or subcontract.

(i) (Agreeto an equitable adjustment as provided in the Changes clause of this contract if the
contract cost is affected by a change which, pursuant to paragraph (a)(3) of this clause, the
Contractor is required to make to the Contractors established cost accounting practices.

(i) Negotiate with the Contracting Officer to determine the terms and conditions under which a
change may be made to a cost accounting practice, other than a change made under other
provisions of paragraph (a)(4) of this clause; provided that no agreement may be made under
this provision that will increase costs paid by the United States.

(iii) When the parties agree to a change to a cost accounting practice, other than a change under
subdivision (a)(4)(i) of this clause, negotiate an equitable adjustment as provided in the
Changes clause of this contract.

(5) Agree to an adjustment of the contract price or cost allowance, as appropriate, if the Contractor or
a subcontractor fails to comply with an applicable Cost Accounting Standard, or to follow any cost
accounting practice consistently and such failure results in any increased costs paid by the United
States. Such adjustment shall provide for recovery of the increased costs to the United States,
together with interest thereon computed at the annual rate established under section 6621(a)(2) of
the Internal Revenue Code 0f1986 (26 U.S.C.6621(a)(2)) for such period, from the time the payment
by the United States was made to the time the adjustment is effected. In no case shall the
Government recover costs greater than the increased cost to the Government, in the aggregate, on
the relevant contracts subject to the price adjustment, unless the Contractor made a change in its
cost accounting practices of which it was aware or should have been aware at the time of price
negotiations and which it failed to disclose to the Government.

(b) If the parties fail to agree whether the Contractor or a subcontractor has complied with an applicable
CAS in48 CFR 9904 or a CAS rule or regulation in 48 CFR 9903 and as to any cost adjustment
demanded by the United States, such failure to agree will constitute a dispute under 41 U.S.C. chapter
71, Contract Disputes.

(c) The Contractor shall permit any authorized representatives of the Government to examine and make
copies of any documents, papers, or records relating to compliance with the requirements of this
clause.

(d) The Contractor shallinclude in all negotiated subcontracts which the Contractor enters into, the
substance of this clause, except paragraph (b), and shall require such inclusion in all other
subcontracts, of any tier, including the obligation to comply with all CAS in effect on the subcontractors
award date or if the subcontractor has submitted certified cost or pricing data, on the date of final
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agreement on price as shown on the subcontractors signed Certificate of Current Cost or Pricing Data.
If the subcontract is awarded to a business unit which pursuant to 48 CFR 9903.201-2 is subject to
other types of CAS coverage, the substance of the applicable clause set forth in subsection 30.201-4 of
the Federal Acquisition Regulation (FAR) shall be inserted. This requirement shall apply only to
negotiated subcontracts in excess of the lower CAS threshold specified in FAR 30.201-4(b) on the date
of subcontract award, except that the requirement shall not apply to negotiated subcontracts
otherwise exempt from the requirement to include a CAS clause as specified in 48 CFR 9903.201-1.
(End of clause)

52.234-1 INDUSTRIAL RESOURCES DEVELOPED UNDER DEFENSE SEP/2016
PRODUCTION ACT TITLE IlI

(a) Definitions. Title lll industrial resource means materials, services, processes, or manufacturing
equipment (including the processes, technologies, and ancillary services for the use of such
equipment) established or maintained under the authority of Title Ill, Defense Production Act (50 U.S.C.
App. 2091-2093). Title lll project contractor means a contractor that has received assistance for the
development or manufacture of an industrial resource under Title Il of Defense Production Act (50
U.S.C. App. 2091-2093).

(b) The Contractor shall refer any request from a Title Ill project contractor for testing and qualification of a
Title lll industrial resource to the Contracting Officer.

(c) Upon the direction of the Contracting Officer, the Contractor shall test Title lll industrial resources for
qualification. The Contractor shall provide the test results to the Defense Production Act Office, Title lll
Program, located at Wright Patterson Air Force Base, Ohio 45433-7739.

(d) When the Contracting Officer modifies the contract to direct testing pursuant to this clause, the
Government will provide the Title lll industrial resource to be tested and will make an equitable

adjustment in the contract for the costs of testing and qualification of the Title lll industrial resource.

(e) The Contractor agrees to insert the substance of this clause, including paragraph (e), in every
subcontractissued in performance of this contract.

(End of clause)

252. 225-7013- Duty Free Entry is included, and the clause will be updated with specific items as provided
by Buyer.
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